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Annual47 C.F.R. $: 64.2O09(e) GPNI Gertification of Telekom illalaysia (U$A) Inc.
for 2011

EB Docket 06-36

Date ftled: February 20,2A12

Form 499 Filer lD: 825447

Name of signatory: Hafz Lockman

Title of signatory: Director

l, Hafiz Lockman, certiff that I am an officer of the company named above, and acting as
an agent of the company, that I have personal knowledge that the company has
established operating procedures that are adequate to ensure compliance with the
Commission's CPNI rules. See 47 C.F.R. S: 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the
company's procedures ensure that the qnmpany is in compliance with the requirements
set forth in section A.?OO1 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system. or at the Commission against
data brokers) against data brokers in the past year. Companies must report on any
information that they have with respect to the processes pretexters are using to attempt
to access CPNI, and what steps companies are taking to protect CPNI.

The company has not received any customer complaints in the past year conceming the
unauthorized release of CPNI.



STATEtfiEt{T REGARDII{G OFERATI NG PRCTCE DU R ES liitPLErrt ENTI NG 4Z C. F. R.
SUBPART U GOVERNING THE USE OF CU1STOMER PROFRIETARY NETWORK

TNFORMATTON {"CPNl"}

Telekom Malaysia-USA Inc. ("TM-USA"), has e$tablished policies and procedures to
assure compliance with Part 64 of Title .fT of the Code of Federal Regulations, Subpart
U- Customer Proprietary Information {"CtpNl") Si64.2001et. seq. of the Commission,s
rules.

TM-USA operates solely as a provider of wholesale intemalional services. TM-USA does
not provide any services to end-user customers iin the United States, and TM-USA does
not permit CPNI to be used in its sales and marketing efforts. Nonetheless, TM-USA
has implemented the following CPNI use, notice, authentication, and securig procedures
to ensure compliance with the Commission's rules.

l. Notice_ fte_qqjpd -F.pr Use pl_CPNI

TM-USA has not provided notification to its customers and has not asked for approval to
use CPNI because TM-USA does not usr CPNI outside of the areas that are ailowed
without customer approval. TM-USA does not share customers CpNl with any joint
venture partner, independernt contractor or any other third party. tn the eneni ihat at a
tuture time TM'USA decir/es fo use CPNI in a manner that-requires custamer
approval, it will do so in erccordance with the approval and notice requirements
specified in 47 cFR SS 64t.2007- 6t.zooat of the commission,s rules.

ll. 9afegUafdf o_1r the Disctosure of Customer prcprietary.N_e$or|1^"lnfgfp.ation.

TM-USA has procedures in place to assure that customers are properly authenticated
prior to disclosing CPNI Tt\t-USA will properly authenticate a customei prior to
disclosing CPNI as follows:

(a) In person - the 
"rrtorn"n'ffust 

be personalry known by the employee or
the customer must provide a valid photo lD matching the customer's account
information.

(b) Telephone access to CPNI. TM-USiA witl only disctose call detail
information over the telephone, based on custom,er-initiated telephone contact, if the
customer first provides TM-USA with a password, as described in paragraph (d) below
that is not prompted by the carrier asking for readily available biographical information,
or account information. lf the customer does not provide a password, TM-USA will only
disclose call detail information by sending it to ther customer's address of record, or by
calling the customer at the telephone numhrer of r,ecord. lf the customer is able to provide
calldetail information to TM-USA durine a custonrer-initiated callwithout TM-USA's
assistance, then TM-USA may discusl i:e call detail information provided by the
customer.

{c} Online accessi to CPNI. TM-LJSA will authenticate a customer without the
use of readily available biographical information, or account information, prior to allowing



the customer online acceris to CPNI related to ertelecommunications service account.
Once authenticated, the customer may only obtain online access to CpNl related to a
telecommunications seruir:e account through a password that is not prompted by TM-
USA asking for readily available biogranlrjcal information, or account information.

-(d| Establishment of a Password and Back-up Authentication llethods for
Lost or Forgoften Passwords, To establish a passworO, tlvt-USA must authenticate
the customer without the use of readily availablel biographical information, or account
information. TM-USA may create a back-up customer authentication method in the event
of a lost or forgotten passrord, but such hack-up customer authentication method may
not prompt the customer for readily available biographical information, or ac@unt
information. lf a customer cannot provide the coirect password or the conect response
for the back-up customer iauthentication method, the customer must establish a new
password as described in this paragraph.

(e) Notification 'of account changes. TM-USA will promptly notify customers
immediately whenever a password, cu$temer response to a back-up meanj of
authentication for lost or forgoften passwords, online account, or address of record is
creSlgd or changed. This notification may be through a voicemail or text message sent
by TM-USA to the telephorne number of record, or by mail to the address of recird, and
will not revealthe changecl information or be sent to the new account information.

(f) Wholesale Customers - at this time TM-USA has no retail end user
custOmers and only provides wholesale carrier{o-carrier services in the United States.
TM-USA and its wholesaler carrier customers address issues of CPNI protection
specifically in their contracts, and these rnay or rnay not differ somewhat from the
authentication procedures identified in paragraphs (a) through (e) above. TM-USA,s
wholesale customers each have a dedicated acc;ount representative.

lll. Notificatiqn_ef cu_s_to..oet Prpprietery lJqfwprk Infgrmation security Breachgs.

In the case of a breach, TIil-USA will as soon as practicable, and in no event later than
seven (7) business days, ilfter reasonable determination of the breach, electronically
notify the United States Secret Service (UISSS) and the Federal Bureau of Investigaiion
(FBf) through the FCC link at http://www fcc goviebrcpnr.

(a) Notify customers only after 7 full business rJays have passed after notification to
the usss and the FBI unless the usss on FBt has requested an extension.

(b) lf there is an extraordinarily urgent need to notify affected customers or the public
sooner in order to avoid immediate and irrr:parable harm, it will be done only after
consultation with the relevant investigating agency. TM-USA shallcooperate with the
relevant investigating agency's request lg rminimire any adverse effects of such
customer notification.

(c) Maintain a record of any breache-s discovered, notifications made to the USSS and
the FBI and notifications made to customens. The record will include if available, dates of
discovery and notification, a detailed descdption of the CPNt that was the subject of the
breach, and the circumstances of the breach. TM-USA shallretain the recordior a
minimum of 2 years.



(d) Include a su
FCC.

lV, Record Retention

TM-USA shallrletainTM-USA shall letain all
retention periods TM-U

of the breach in the annugl compliance certificate filed with the

regarding CPNI. Following are the minimum

and records of approval if used - five yeani
campaign if used - one year
five years

Certificatiol - five y€ars
training certification - five yeart

irlformation - two years.


